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ABSTRACT

Web access log analysis is to analyze the patterns of web site usage and the features of users behavior. It is
the fact that the normal Log data is very noisy and unclear and it is vital to preprocess the log data for
efficient web usage mining process. Preprocessing comprises of three phases which includes data cleaning,
user identification and session construction. Session construction is very vital and numerous real world
problems can be modeled as traversals on graph and mining from these traversals would provide the
requirement for preprocessing phase. On the other hand, the traversals on unweighted graph have been
taken into consideration in existing works. This paper oversimplifies this to the case where vertices of
graph are given weights to reflect their significance. The proposed method constructs sessions as a Partial
Ancestral Graph which contains pages with calculated weights. This will help site administrators to find
the interesting pages for users and to redesign their web pages. After weighting each page according to
browsing time a PAG structure is constructed for each user session. Existing system in which there is a
problem of learning with the latent variables of the data and the problem can be overcome by the proposed
method.

KEYWORDS

Web Usage Mining, Partial Ancestral Graph (PAG), Session Construction, Directed Acyclic Graph (DAG),
Preprocessing, Robots Cleaning

1. INTRODUCTION

In this present internet World Wide Web sites on the internet are the source of useful information.
As a result there is a huge improvement in its volume of traffic, the size and difficulty of web
sites. World Wide Web grows rapidly day by day. So researchers are paying more and more
attention on the effectiveness of services obtainable to the users over the internet. Web usage
mining is an active technique which is used in this field of research. It is also called as web log
mining in which the data mining techniques are applied to web access log. A web access log is a

Sundarapandian et al. (Eds): CoNeCo,WiMo, NLP, CRYPSIS, ICAIT, ICDIP, ITCSE, CS & IT 07,
pp- 473482, 2012. © CS & IT-CSCP 2012 DOI : 10.5121/csit.2012.2446



474 Computer Science & Information Technology ( CS & IT )

time series record of user’s requests each of which is sent to a web server at any time a user sent a
request. Due to different server setting parameters, many types of web logs are there, but typically
the log files share the same basic information such as client IP address, request time, requested
URL, HTTP status code, referrer etc.

Web usage mining extracts regularities of user access behavior as patterns, which are defined by
combinations, orders or structures of the pages accessed by the internet. Web usage mining
consists of three main steps:

Collection of Web data

Data Preprocessing
Knowledge Extraction
Analysis of Extracted Results

The process in which Collection of data is the first step in which it represents the activities or
clickstreams recorded in the Web server log. Preprocessing is an important step since the Web
architecture is very complex in nature and 80% of the mining process is done at this phase.

Administrators of the web sites have to know about the users background and their basic needs.
For this statistical analysis such as Google Analytics are used to examine the logs in terms of
page views, page exit ratio, visit duration etc. With the help of this statistical analysis
administrators can know about frequently accessed page, average view time and so on. But there
are few drawbacks in statistical analysis. It gives low level error report on unauthorized entry
points, invalid URLs are not found properly etc. Web usage mining enables administrators to
provide complete analysis than statistical methods. It extracts a lot of patterns for administrators
to analyze. This paper provides a method which analyses log files and extracts access patterns
containing browsing time of each page using graphs [16].

Graph and traversal are extensively used to model a number of classes of real world problems.
For example, the structure of Web site can be modeled as a graph in which the vertices represent
Web pages, and the edges correspond to hyperlinks between the pages [7]. Mining using graphs
turns out to be a center of interest. Traversals on the graphs are the models of User navigations on
the Web site [14]. Once a graph and its traversals are specified, important information can be
discovered. Frequent substructure pattern mining is an emerging data mining problem with many
scientific and commercial applications [15]. This paper provides a new version to the previous
works by considering weights attached to the vertices of graph. Such vertex weight may reflect
the importance of vertex. For example, each Web page may have different consequence which
reflects the value of its contents.

In existing graph of DAG, not all the variables can be measured, that variables values are called
as observed variables and all other variables are called as latent variables.But in proposed method
both the latent variable and the observed variable is measured.The remainder of this paper is
organized as follows. The next section presents some basic of web log server. Section 3 provides
the main steps of web usage mining. Section 4 describes about PAG construction and some
experimental results are illustrated in Section 5. Finally, the conclusions are drawn in Section 6.
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2. RELATED WORKS

Various commercial available web server log analysis tools are not designed for high traffic web
servers and provide less relationship analysis of data relationships among accessed files which is
essential to fully utilize the data gathered in the server logs [3]. The statistical analysis introduces
a set of parameters to describe user’s access behaviors. With those parameters it becomes easy for
administrators to define concrete goals for organizing their web sites and improve the sites
according to the goals. But the drawback in this analysis is that the results are independent from
page to page. Since user’s behavior is expected to be different dependent on length of browsing
time, the calculation of accurate browsing time is more important [5].

A labeled graph is a tuple G = (V, E, ¢), where V is the set of vertices, E is the set of edges and
@:V — L is a labeling function with L a finite set of labels [9]. For an edge (u,v) € E, u is the
parent of v and v is the child of w. If there is a set of vertices {u4,...,u,} € V such that(u,,u,) €
E,...,(up_1,un) €E, {uy,...,u,} is called a path, u; is an ancestor of un and u, is a
descendant of u;. There is a cycle in the graph if a path can be found from a vertex to itself. An
edge (u,v) € E of the graph is said to be a transitive edge if besides the edge(u, v), there also
exists another path from u to v in G. A labeled graph is without cycles. Let D = {D,,...,D,} be
a set of labeled PAGs and ¢ = 0 be an absolute frequency threshold. PAG algorithm specifies
that a PAG P is a frequent embedded sub-PAG of D if it is embedded in at least ¢ PAGs of D.

Prediction of users interest is the most important aspect of web usage mining. For this frequency
and order of visited pages are considered. But Time spent on web pages is more important factor
which is estimated from the log information and it is used as an indicator in other fields such as
information retrieval, human-computer interaction (HCI) and E-Learning [2].

Duration time is the time that a user spends on reading a page in a session. Let P; and P;,, are
two adjacent pages in a session. The timestamp field of P; is Ti, and of P;, 1 is Ti+1. Suppose T3
is the loading time of P;, and T, is the loading time ancillary files. By subtracting the time
required for loading P; and the ancillary files from the time difference between the requests of P;
and that of P;,, the duration time of P; can be calculated [4].

The browsing time of an accessed page equals the difference between the access time of the next
and present page. But with a more careful analysis, this difference includes not only user's
browsing time, but also the time consumed by transferring the data over internet, launching the
applications to play the audio or video files on the web page and so on. The user's real browsing
time is difficult to be determined; it depends on the content of the page, the real-time network
transfer rate, user's actions and computer’s specifications and so on [13].

All of these works attempt mainly to find the exact browsing time of users so that web
administrators can understand the interest of their users in web pages. In the proposed method a
more accurate browsing time is found and creation of sessions as graphs depending on the time
accessed.
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3. PREPROCESSING

The quality of session construction significantly affects the whole performance of a web usage
mining system. To improve the quality log data should be reliable. Preprocessing is a vital phase
before mining to select the reliable data. Data Cleaning, user identification, sessions construction
are the steps in preprocessing.

3.1 Data Cleaning

Data Cleaning enables to filter out useless data which reduce the log file size to use less storage
space and to facilitate upcoming tasks [8]. It is the first step in data preprocessing. The log format
used in this method is Extended Common Log Format with the fields as follows: “IP address,
username, password, date/timestamp, URL, version, status-code, bytes-sent, referrer-URL, user-
agent”.

If a user needs a particular page from server entries like gif, JPEG, etc., are also downloaded
which are not helpful for further investigation are eliminated. The records with failed status code
are also eliminated from logs. Automated programs like web robots, spiders and crawlers are also
to be eradicated from log files. Thus removal process includes elimination of irrelevant records as
follows:

e If the status code of all record is fewer than 200 and better than 299 then those records
are eradicated.

e The cs-stem-url field is verified for its extension filename. If the filename has gif, jpg,
JPEG, CSS, and so on they are eradicated.

e The records which request robots.txt are eradicated and if the time taken is incredibly
little like less than 2 seconds are considered as automated programs traversal and they are
also eradicated [8].

e All the records which have the name “robots.txt” in the requested resource name (URL)
are recognized and straightly eradicated.

3.2 User Identification

In this step users are identified from log files. Sites needed registration stores that the user data in
log records. But those sites are few and often neglected by users. IP address, referrer URL and
user agent in the log record is considered for this task. Unique users are identified as follows:

e [f two records has dissimilar IP address they are differentiated as two different users else
if both IP address are similar then User agent field is verified.

e If the browser and operating system information in user agent field is dissimilar in two
records then they are recognized as different users else if both are identical then referrer
URL field is checked.

e If URL in the referrer URL field in present record is not accessed before or if URL field
is blank then it is considered as a new user.



Computer Science & Information Technology ( CS & IT ) 477

3.3 Session Identification

A user session is defined as a sequence of requests made by a single user over a certain
navigation period and a user may have a single or multiple sessions during a period of time. The
objective of session identification is to segregate the page accesses of each user into individual
sessions. Reconstruction of precise user sessions from server access logs is a difficult task
because the access log protocol (HTTP protocol) is status less and connectionless. There are two
simple methods for session identification. One is based on total session time and other based on
single page stay time. The set of pages visited by a specific user at a specific time is called page
viewing time. It varies from 25.5 minutes [12] to 24 hours [8] at the same time as default time is
30 minutes by R. Cooley [4]. The second method depends on page stay time which is calculated
with the difference between two timestamps. If it goes over 10 minutes the second entry is
understood as a new session. The third method based on navigation of users through web pages.
But this is accomplished by using site topology which is not used in our method.

4. PAG CONSTRUCTION

In the proposed method sessions are modeled as a graph. Graph mining extracts users access
patterns as a graph structure like the web sites link structure. To make efficient analysis when
users handle more pages at the same time using tab browsers graph mining gives excellent results.
Vertices are represented as web pages and edges are represented as hyperlink between pages. A
graph is represented as a tuple of vertices, edges which connect the vertices [13]. User
navigations are given as traversals in a graph. Each traversal can be represented as a sequence of
vertices, or equivalently as a sequence of edges. PAG construction phase has following tasks.

4.1 Calculation of Browsing Time

The first task is to calculate browsing time of each page. For this the timestamp fields of the
records are considered. Real Browsing time is very difficult to calculate since it depends on
network transfer rate, user’s actions, and computer specifications and so on. Browsing Time and
Request Time recorded in log are abbreviated as BT andRT. Browsing time BT, of page ‘p’ is
equal to the period of time with the time difference between the RT), of the request which include
‘p’ as a reference and another RT of the request which include ‘p’ as a requested page. In the log
record one of the fields is bytes_sent which is the size of the web page. ‘c’ is the data transfer
rate. So the real browsing time is assumed as

BT, = BT,,” —bytes_sent / ¢
where BT, is the difference between reference and request page of ‘p’.

4.2 Calculation of Weight of Pages

The second task in this method is to fix minimum and maximum browsing time for each page as
BT, and BT« is used to calculate the weighing function which is to be used as a label in the
graph. They are assumed by the administrators. The next step is to discretise the browsing time
and given to each page as the weight which denotes the length of browsing time. Weighting
function is calculated as follows
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Wt (p, BT, ) = 0 when BT, # null and BT, < BT s

Wt (p, BT, ) = 1 when BT, # null and
BT min < BT, < BT ax
Wt (p, BT, ) = 2 when BT, # null and BT ,x < BT, Wt (p, BT,,) =3 when BT, = null

If weight is ‘0’ it is assumed as the time to browse is too short and the user simply passed the
page. If weight is ‘1°, administrators conclude it is a valid browsing time and user is interested in
the content of the page. If weight is ‘2’ the time is too long and it is assumed as if the user left the
page and if the weight is ‘3’ the page does not exists as reference page in that session. It is
assumed as the end page and the user does not move from this page.

4.3 PAG Construction

A PAG (Partial Ancestral Graph) is used to represent any subset of Equiv (G (O, L))(Equivalence
graph). A PAG is a extended graph consist of set of vertices O, and a set of edges between
vertices were they may be following kind of edges: A < B,Ao—o0B,Ao—B,A<o0B,A— B
or A<—B. we say that the A endpoint of A— B is “-“; A endpoint of an A < B is “<”; and
then A endpoint of A o— B is “0”. The conventions of B endpoint are analogous. In addition
pair of edge points may be connected by underlining. A partial Ancestral Graph for the set of
directed graph G each carrying the same set of Observed variables O, contain partial information
about the ancestral relation in G, namely only those ancestral relations is common to all members

of G.

If G is a set of directed graph included in Equiv (G (O,L)), v (with vertices O) is a PAG for G if
and only if

1. There is the edge between A and B in y if and only if every graph in G does not entail that
A and B are the independent to the subset of O\{ A,B}.

2. [If there is an edge in y out of A, i.e. A — B then A is the ancestor of B in every graph in G.
3. If there is an edge in y into B, then in every PAG in G, B is not the ancestor of A.

4. If there is any underlining A*-*B*-*C in y then B is the ancestor of (atleast one of) A or C
in every graph of G.

5. Any edge endpoint not marked in one of the above ways is left with a small circle thus o-*.

Note that the only condition (1) gives necessary and sufficient condition about the features of
PAG. All the other conditions are merely necessary conditions. That means that there can be
more than one PAG representing a given set G. Thus the PAG can be used to represent both the
ancestor relation among the members of O common to the members of G, and the set conditional
independence relation among the members of O in G. The PAG have two separate uses, they can
be used in algorithm to perform fast condition and the other one is used to calculate the effect of
any ideal intervention in the system. PAG also called as POIPGs.
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DAG G PAGEquiv(G,(0.L))

4.4 Pattern Extraction Phase

Once a graph and its traversals are specified, valuable information can be retrieved through graph
mining. Normally they are in the form of patterns. Frequent patterns which are sub traversals
occurred in a large ratio are considered for analysis. To discover PAG’s i.e., sub graphs PAG
mining algorithm is used which derive closed frequent sets. It replaces closed frequent PAG
mining problem with the problem of closed frequent item-set mining on edges with the restriction
that all the labels of the vertices in a PAG must be distinct. By the reconstruction of PAG
structures from the mined closed frequent edge set, closed frequent PAG’s are obtained. POIPGS
extracts the embedded PAGs based on not only on parent-child relationship but also ancestor-
descendant relationship of vertices.

4.5 Clustering Pattern

The last step is clustering of the mined patterns. The purpose of clustering is to group patterns
which have similar page transitions. Each pattern is analyzed as different user behavior with
browsing time. Weight of each page is not considered in clustering. The similarity of the patterns
is to be estimated. Similarity of graphs is based on the labels of vertices and the edges. There are
many clustering algorithms available to group the similar patterns. Administrators have to
analyze the patterns respectively and it is time-consuming. They have to understand the meaning
of each and every sub pattern to find out the problem of their web sites. If a content page has 0
weights then they have to redesign the page.

S. EXPERIMENTAL RESULTS

To confirm the usefulness and effectiveness of the proposed methodology, an experiment is
carried out with the web server log of the library. The preliminary data source of the experiment
is from May 28, 2006 to June 3, 2006, which size is 129MB. Experiments were carried out on a
2.8GHz Pentium IV CPU, 512MB of main memory, Windows 2000 professional, SQL Server
2000 and JDK 1.5. Table-I is the obtained results from the experiment.
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Table-I The Processes and Results of Data Preprocessing in Web Usage Mining

Number
Number of Number of
of )
records Number session
records .
i raw after of users construction
data using PAG
web log .
cleaning
747890 112783 55052 57245

Table 1 show that after data cleaning, the number of log data diminished from 747890 to 112783.
Four samples from the same university are obtained to evaluate the cleaning phase. From Figure-

1 it 1s confirmed that the unwanted and irrelevant records are cleaned.

Time Taken [Seconds)

1000000
SO0000
200000
FOO000
GO0000
500000
400000
300000
200000
100000

_m MNumber of Records before Cleaning

Mumber of Records after Cleaning

o

[11]
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Figure-1: Data Cleaning of Sample Records

Table-II Comparison of Data Identification Using Various Methods

Warious Dimension Searching
Model of Data of Data
Dempster 12 15.656
model
Whittaker 14 447
model
PAG 10 3.53
model
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From Table-II, Comparing with other methods it can be observed that using the Partial Ancestral
Graph the data is searched in short span of time as compared with the existing DAG method. The
PAG model which as the greater flexibility in representing the data and the subset of data on the
basis of conditional independence while comparing with other methods. In existing method we
cannot identify the subset of the data.

6. CONCLUSION

Web log data is a collection of huge information. Many interesting patterns available in the web
log data. But it is very complicated to extract the interesting patterns without preprocessing phase.
Preprocessing phase helps to clean the records and discover the interesting user patterns and
session construction. But understanding user’s interest and their relationship in navigation is more
important. For this along with statistical analysis data mining techniques is to be applied in web
log data. In this paper, proposed a method to analyze web logs in detail by constructing sessions
as Partial Ancestral Graphs. The graph easily searches the latent variables. The PAG is used to
find the subset of the system and used to calculate the interventions of the system data. The
proposed method takes advantage of both statistical analysis and web usage mining. Web site
administrators follow the results and improve their web sites more easily. From the experimental
results it is obvious that the proposed method successfully cleans the web log data and helps in
identifying the data in short span of time.
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